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UPCOMING SEMINARS

October 15,2008

2:00 p.m.—-3:30 p.m. ET

AllRegs Audioconference, Christian W.
Hancock and D. Brian O’Dell

will be speaking on “The Housing and
Economic Recovery Act of 2008:

The Details You Need to Know”

To register, click here.

October 22,2008

The Alabama Bar Institute for Continu-
ing Legal Education at the Cahaba Grand
Conference Center - Birmingham, AL. H.
Harold Stephens, President Elect, Ala-
bama Defense Lawyers Association, will
be speaking on Professionalism.

November 22, 2008

Alabama Defense Lawyers Association,
Atlanta, GA. J.S.“Chris” Christie, Jr. will be
speaking on “Preparing for and Prevail-
ing at an Arbitration Hearing.”

January 16, 2009

ABATIPS Winter Meeting, Bonita Springs,
FL. Paul P. Bolus will be speaking on the
Status of Long Term Care litigation from
a defendant’s perspective.

Personal Financial Information:
Protection and Disclosure

Companies which regularly obtain, use and store consumer personal financial information are
subject to federal and state regulations which prescribe the manner and ability of disclosing or
sharing this sensitive information. Given the increased incidences of identity theft, making sure
companies properly protect a consumer’s personal financial information and preventinadvertent
disclosures are major concerns for consumers and regulators. This article is a practical guide
designed to answer a few commonly asked questions we have received from companies about
the disclosure and protection of consumer personal financial information.

What should my company do if there is an unauthorized disclosure of a
consumer’s personal information?

You should contact the company’s counsel and work with counsel to determine the next
appropriate step. Although, most states have adopted legislation mandating companies to
notify its consumers about security breaches to consumer personal information, counsel should
be engaged to assist in determining whether those laws apply to your company, whether they
apply to the circumstances surrounding your breach, what should be contained in the notice,
to whom the notice should be sent, and when the notice should be sent. Alabama has not yet
adopted such legislation, but companies in Alabama should nonetheless contact their counsel to
consider whether it is prudent to notify consumers of the breach. Additionally, under Alabama'’s
Consumer Identity Protection Act, identity theft is a felony, so companies should also consider
notifying law enforcement authorities immediately upon the discovery of a security breach
involving consumer personal information. Alabama Code § 13A-8-190 et seq.

What steps must my company take to protect against identity theft?

By November 1, 2008, a company which meets the definition of a “financial institution” or
“creditor” contained in the Fair Credit Reporting Act (FCRA), amended by the Fair and Accurate
Credit Transactions Act of 2003 (FACTA), must develop and implement a written Identity Theft
Program that is designed to detect, prevent and mitigate identity theft. Insurance companies do
not fall under the definition of “financial institution” or “creditor” For more information on this
FACTA legislation, see CFR § 681 et seq.

Can my company be civilly liable for an unauthorized disclosure?

Yes. Companies which are regulated by FACTA may be liable for negligent noncompliance in
the amount of actual damages and willful noncompliance in the amount of actual, statutory and
punitive damages. 15 U.S.C. § 1681c(qg)..

Additionally, depending on whether a court rules that FACTA preempts a common law
negligence claim, both companies which are not regulated by FACTA , as well as those which
are, could be liable to a victim of identity theft for negligence. Whether such liability will attach
depends on each state’s tort law and the circumstances surrounding the breach. For example,
some states, such as Alabama, recognize that when a special relationship is created or a special
circumstance exists, a company could be subject to a lawsuit for negligent enablement of
imposter fraud, resulting in the company having to pay substantial damages to the identity theft
victim if the company failed to follow “commercially reasonable procedures”.

What can my company do to limit its liability for an unauthorized disclosure?

Since a company’s liability for an unauthorized disclosure, as stated above, could depend
on whether the company took commercially reasonable procedures to protect against
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disclosure, there are steps a company should consider taking in an attempt to protect itself from
liability. For example, companies should take full advantage of recent technology and purchase
antifraud software which can help prevent identity theft of all variations. Also, companies should
develop a procedure for shredding documentation which contains personal consumer information.
Companies should also protect or limit access to such sensitive information by employees.
Additionally, companies should ensure that all employees are trained on the proper procedures for
using, storing and destroying such information. While taking these steps may not immunize your
company from liability in a civil suit by a consumer for negligence, it could help to mitigate your
damages.

When may a company disclose a consumer’s personal financial information?

This threshold question derives primarily from the Gramme-Leach Bliley Act (GLBA) enacted by
Congress in 1999. GLBA generally prohibits financial institutions (very broadly defined in the Act to
include entities other than banks, such as insurance companies) from disclosing certain consumer
information to an unaffiliated third party unless the financial institution follows GLBA's notice and
opt out requirements. GLBA allows disclosure of information in the following instances:

1)  where the disclosure is necessary to effect, administer or enforce a transaction (e.g., a financial
institution provides financial information about a defaulting borrower to a third party for
purposes of learning the location of the defaulting borrower);

2) with the consumer’s consent;

3) to protect the confidentiality or security of your records pertaining to the consumer, service,
product or transaction;

4) to protect against or prevent actual or potential fraud, unauthorized transactions, claims or
other liability (e.g., a financial institution provides information regarding a consumer’s account
balance to a business for purposes of determining whether the consumer has sufficient funds
to cover a transaction with that third party business);

5) tocertain agencies and persons assessing your compliance with industry standards, including
your attorney, accountants and auditors;

6) toaconsumer reporting agency in accordance with the Fair Credit Reporting Act (15 US.C. §
1681 et seq.);

7) toindividuals or businesses with a legal interest relating to the consumer;

8) in connection with a proposed or actual sale, merger or acquisition; and

9) to comply with laws and legal process (e.g. a financial institution produces documents
containing personal financial information about its consumers in response to a subpoena,
court order or request for production (in the case where the institution is a plaintiff in civil
litigation)).

10) Thus, financial institutions governed by GLBA may disclose information under one of the
above-listed instances without complying with GLBA's notice and opt out requirements. In
addition to GLBA, financial institutions should also keep in mind that states may also have
legislation or regulations regarding the disclosure of consumer financial information. For
example, Alabama has a banking regulation which specifically authorizes banks to disclose
consumer information in response to a subpoena. Alabama Code § 5-5A-43.
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